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Walking a Fine Line: Reputation 
Management and HIPAA Compliance
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Compliancy Group Free Education Series 
EDUCATION

Upcoming & past webinars: 
https://compliancy-group.com/webinar/

Free Resources (whitepapers, articles, infographics) 
https://compliancy-group.com/blog/

Please ask questions 
If we are unable to address them during the webinar, you will 
receive a response via email within 24-48 hours.
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Marc Haskelson
President & CEO

Compliancy Group

Zvi Pardes
Head of Content Marketing

Eyecarepro

About the Speakers: 

We simplify compliance so you can 
confidently focus on your business.

EyeCarePro provides website and digital marketing 
services and consultation to optometry practices big and 
small. Eye care is all we do.

The power to build your practice



Reviews, Responding to Reviews 
and Why it Matters



100% Optometry Focused
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Values: Do What's Right 

Our passion and mission is to deliver quantifiable value 
to optometry practices.

This value is measured in new patient appointments.

We deliver primarily through Digital Marketing, 
Consultation, Websites, Social Media and online 
reputation management.

We never use contracts.



Reviews are Essential

Reviews are important for SEO and crucial 
for trust-building. 
Without these two elements you are n0t 
generating more new patient 
appointments online.

6



Did You Know?
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● 88%  of people rely on the internet to find a local business

● An estimated 77% of online traffic will read online reviews before 

deciding to book an appointment 

● 72% of consumers say Google Search is their first choice to find 

information on local merchants



What is SEO?

SEO stands for Search Engine Optimization 
— doing all the right things that assures 
Google that your website is the most 
relevant local result possible for a given 
search term.
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What is SEO?
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Local Ranking Factors To Power 2019



First Impressions 
are Everything
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Which Reviews Matter Most?
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Google Search Google 
Reviews

Home Page 
and Branding Phone CallTopical Page 

or Bio

Great, they found you … now what?

Google Reviews are a MAJOR persuasive 
factor in a potential new patient’s mind!
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Responding to Reviews

Why Should I Respond to Reviews? 
● Responding to reviews is excellent for your SEO

● People like the feedback to THEIR feedback

● If you ONLY respond to negative reviews, Google may give 
the negative review more relevance

● The main point of responses to negative reviews is to show 
other people that you care about and respond to patient 
concerns!
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Responding to Reviews:
The Good, the Bad and the Ugly



Responding to Positive Reviews
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Responding to the Bad Reviews

2020

● Try and get them to reach out directly.

● It’s not really about the reviewer It’s letting the 
public know you take patient concerns 
seriously!

● Don’t argue the facts, stay generic.



Responding to the Bad Reviews
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Using HIPAA to Impact Your Business 
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What Makes Patients Loyal? 
Five key predictors of patient loyalty: 
• Overall satisfaction
• Reputation
• Satisfaction with problem resolution
• Staff following through with what they say they will do
• Staff treating patients with dignity and respect.
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 How To Build Your Brand Loyalty!

• Implement written policies, procedures and standards of conduct
• Designate a person to ensure they are followed
• Conduct effective training and education. 
• Develop effective lines of communication.
• Conduct internal monitoring and auditing. 
• Enforce standards through well-publicized disciplinary guidelines.
• Responding promptly to detected offenses and undertaking 

corrective action. 

The Seven Fundamental Elements of 
an Effective Compliance Program
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How Do Patients Feel About HIPAA? 
Are you confident your 

healthcare providers protect 
your medical records?

68% ▪ Not confident

Did your providers’ 
negligence cause or 

contribute to identify theft?

53%
▪ Yes, they 

caused or 
contributed 
to it.
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Bad News 

17,000

# of Medical records 
breached per day on 

average

89%

Of Healthcare Organizations have 
experienced a breach over the last 

2 years

86%

Of mistakes are 
administrative
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HHS Wall Of Shame
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PHI Breaches

39%
Caused by Theft or

 Loss-related reasons

30%

Involved Business 
Associates

31%

Caused by Hacking or 
IT incident
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Breach Notification Rule
Business Associates

• BAAs
• Technical Due Diligence
• Confidentiality

What Is HIPAA?           
CAAS

Requires safeguards to 
ensure only those who 
should have access to 

electronic protected health 
information (ePHI) will 

have access. 

Security Rule

Sets standards for when 
protected health 

information (PHI) may be 
used and disclosed.

Privacy Rule Omnibus Rule

SRA
Meaningful Use/MIPS

Risk Assessment

Administrative/Privacy AuditPhysical AuditSecurity/Technical Audit
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CAAS

HIPAA Done Right!TM

Secure & Compliant 
HIPAA Lite*

Security

* Missing pieces of compliance will result in partial 
compliance and may lead to fines, civil penalties.

Antivirus, 
RMM, 
Firewall Encryption, 

Business 
Continuity, 
Monitoring, 
Auditing & 
Detection, 
Secure 
Communications 
Network Security
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Easily Avoidable HIPAA Fines
• Patient testimonials – $25,000

▪ Physical Therapy – posted testimonials on website w/out permission,  failure to have 
updated policy and procedures

• Press Release - $2,400,000
▪ Publish Press release including PHI w/out authorization, failure to have policy and 

procedures
• Unauthorized Filming - $2,200,000

▪ 2 Patients filmed during a TV Show (NY Med) without authorization
• Lack of BAA - $31,000

▪ Small pediatric practice, BA breach caused investigation
▪ BA settled for $100,000 – Business closed.
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Questions?
CONTACT US

FREE Security & Compliance Checklist
https://compliancy-group.com/simple-hipaa-compliance-checklist/

Marc Haskelson 
855-85-HIPAA  |  855-854-4722
marc@compliancygroup.com
www.CompliancyGroup.com

Zvi Pardes
415-326-4199

Zvi@eyecarepro.net
www.eyecarepro.net
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Insert your stuff
Extra stuff if you want to use it
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ABOUT US

Endorsed by:  
• Health Care standard - 40+ medical associations; used by Industry Leading 

MSPs, SaaS providers, Hosting providers, Security consultants, etc.
• Top medical & Insurance specialties

Recognized Leader of Compliance & Cyber Security
• 2017 ChannelPro Visionary
• CRN Emerging technology 
• CompTIA Channel Advisory Board – Co Chair
• CompTIA Business Applications Advisory Council – Chair

Subject Matter Experts
• National Publications – Becker’s Hospital Review, ChannelE2E
• Recognized National speaker - CompTIA , MedPRO360
• Software Executive Magazine - editorial Board

We simplify compliance so you can confidently focus on your business.

No client has ever Failed 
an OCR or CMS audit! 
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Cost of acquiring a new 
patients vs. retaining an 

existing one

The Cost Of Patient Loyalty
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What do you really want? More:

Practice Value

Revenue
Profit

Patients
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HIPAA Optional vs. Required
Stick vs. Carrot 
• Who really controls your brand? 
• What patients think about YOU!
• What patients think about HIPAA?
• What you need to know!
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Who Really Controls Your Brand? 

• 88% of consumers trust online reviews as much as personal 
recommendations

• Yelp’s Top 5 most reviewed Provider categories: 
▪Optometrists, Dentists, Doctors, Chiropractors, Acupuncturists
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How Social Media and HIPAA 
Can Help Your Practice 

• Acquire new Patients

• Retain your current patients

• Patient worry about HIPAA violations in 
the news

U.S. News & World Report: patients surveyed 
▪ 30% search the web for a doctor 

▪ 33% review you online 

▪ 55% are only happy with some of their doctors 
   (looking for new provider?)
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The Importance Of Technology
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Cost of acquiring a new 
patients vs. retaining an 

existing one

The Cost Of Patient Loyalty
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CAAS

HIPAA Done Right!TM

Secure & Compliant 
HIPAA Lite*

Security

* Missing pieces of compliance will result in partial 
compliance and may lead to fines, civil penalties.

Antivirus, 
RMM, 
Firewall Encryption, 

Business 
Continuity, 
Monitoring, 
Auditing & 
Detection, 
Secure 
Communications 
Network Security
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Easily Avoidable HIPAA Fines
• Patient testimonials – $25,000

▪ Physical Therapy – posted testimonials on website w/out permission,  failure to have 
updated policy and procedures

• Press Release - $2,400,000
▪ Publish Press release including PHI w/out authorization, failure to have policy and 

procedures
• Unauthorized Filming - $2,200,000

▪ 2 Patients filmed during a TV Show (NY Med) without authorization
• Lack of BAA - $31,000

▪ Small pediatric practice, BA breach caused investigation
▪ BA settled for $100,000 – Business closed.
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Why Healthcare & Compliance?
CAAS

▪ 26% of the US Economy
▪ 5,000,000 Small and Midsize Businesses
▪ CE - not all specialties are equal
▪ BA - Vendors (BA)

▪ 400% Increase in enforcement 
▪ 94%+ Audit Failure rate
▪ Healthcare #1 Vertical For MSPs in 2018

*Datto – 2018 report
88% RansomwareHIPAA, NIST, PCI, FERPA 

Health Care & Compliance - fastest growing sectors of the US 
economy with the highest vulnerability to cyber risk

CRN, Gartner, CHANNELe2e
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Security Issues in the Last Year
▪ 76%  lost devices, malware, phishing attacks or staff disabling 

security features 

The #1 reason is a mistaken belief
 that current security is “good enough.”

- CompTIA’s International Trends in Cybersecurity report

26%     IT staff failure to follow policies and procedures26%

https://www.comptia.org/resources

Factors in Security Breaches (Human Error)
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The Real Cost 

HIPAA Monetary Penalties
• 2018: $24 + Million
• Breach Notification: 
     $250 per record affected



© Compliancy Group LLC. Private & Confidential

47

855-85-HIPAA | www.CompliancyGroup.com



© Compliancy Group LLC. Private & Confidential

48

855-85-HIPAA | www.CompliancyGroup.com

HIPAA Compliance & Security
• Assessment of risks: Remediate vulnerabilities
• Training: Staff knowing what to look for and how to identify attacks
• Policies and Procedures: Stops Ransomware infections before it 

takes hold
• Encryption: Protect the sensitive information
• Backup: Practice 3-2-1
• Disaster planning: Restoration of access to data, and getting back 

to business
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Mitigate Your Risk With Encryption & Backup
• Encryption – protect the data 
• Schedule regular file and system image backups
▪ Practice the 3-2-1 backup rule

• Disconnect a storage device following backup
Examples: A replicated NAS (not connected via VPN), disconnected USB drive, 
an ejected tape, or in the cloud (Amazon AWS)

• Test your system recovery process often for practicality
▪ Quarantine - Halting and prevent spread if infected
▪ Recovering – Restoration of access to data, and getting back

to business
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Social Media Do’s
• Google Your Name and Practice Name
▪ Use incognito mode

• Review your website
• Consider Social Media Technology or experts
• Have updated Use and Disclosure statements
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Social Media HIPAA Compliant Do’s
• Thank patients for feedback
• Keep your responses anonymous
• Take complaints offline – please call the office 
• Focus on the positive
• Have written consent if you use a patient testimonial
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Social Media HIPAA Compliant Do Not’s
• Do Not email/text a patient without consent
• Do Not alter content 
• Do Not repeat or use PHI
• Do Not reply or post information that confirms the identity of a patient
• Do Not respond to patients sharing of a diagnosis or service
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What Can You Do Right Now?

• Get HIPAA Compliant
• Passwords – Use a sentence or phrase
• Show your members what to look for / Prevention Plan
• Restrict unnecessary access/user privileges
• Keep Anti-Malware / Anti-Virus up-to-date 
• Filter spam and (.exe, .zip) attachments, and show hidden file 

extensions (a .PDF may really be an .EXE)
• Ensure a foolproof backup plan, for fast recovery
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How Simple Is It?
PROCESS

3 • Compliance with Confidence
• Culture of Compliance
• Protect Your Reputation

Maintain Compliance

2 • Reports
• Seal of Compliance
• Audit Response ProgramTM

Illustrate Compliance

• Compliance Coaching
• We guide you through the whole process!
• 5-8, 30-min. sessions (2 hours preparation per)

Achieve Compliance
1

6 AUDITS


