
From Panicked to Prepared: How to Reply to a HIPAA Audit







Awards, Endorsements, & Partners



Introduction to HIPAA 
Compliance



The 7 Fundamentals Elements of an Effective 
Compliance Program 

1.

2.

3.

4.

5.

6.

7.

Implement written policies, procedures, and standards of conduct

Designate a person to ensure they are followed

Conduct effective training and education

Develop effective lines of communication

Conduct internal monitoring and auditing

Enforce standards through well-publicized disciplinary guidelines

Responding promptly to detected offenses and undertaking corrective auction



Four HIPAA Rules

Privacy Rule Security Rule Omnibus Rule Breach 
Notification

Use & Disclosure 
Requirements. Provides 
individuals with a legal 

and enforceable right to 
see and receive copies 

of their medical and 
other health records 

upon request provided 
by  their health care 
providers and health 

plans.

Establishes standards 
to protect ePHI that is 

created, received, 
used, or maintained 
by a covered entity. 

Also requires 
administrative, 

physical, & technical 
safeguards to ensure 

the confidentiality, 
integrity, and security 

of ePHI.

Requires HIPAA covered 
entities & their business 

associates to provide 
notification following a 
breach of unsecured 

PHI. If a breach effects 
more than 500 people, 
the Secretary must be 

notified in no more than 
60 days. Less than 500 

people can be reported 
on an annual basis.

Expands the definition 
of a “Business 

Associate” to include 
all entities that create, 
receive, maintain, or 

transmit PHI on behalf 
of a Covered Entity. 



HIPAA Lite vs HIPAA Done Right



So You’ve 
Been Audited 

by the OCR



How Do You Know You’ve Been Audited?

Your first notification of an audit will always come via written letter in the mail



What is the OCR?
The U.S. Department of Health and Human Services (HHS) Office for Civil Rights (OCR) 
enforces federal civil rights laws, conscience and religious freedom laws, the Health 
Insurance Portability and Accountability Act Privacy, Security, and Breach 
Notification Rules, and the Patient Safety Act and Rule…



What causes a HIPAA Audit?

1. Patient Complaint

2.    Employee Whistleblower

3.    Reportable Breach (ie. 
Ransomware, theft, etc).



Step 1: Don’t Panic!
The purpose of an Audit is:

1. For the OCR to review and analyze your documentation

2. The results help the OCR to better understand where you stand in regards to the 
HIPAA rules, to provide guidance and a corrective action plan when needed.



Step 2: Understand Why You’ve Been 
Audited

Was a complaint filed against 
the practice by a patient or 

internal whistleblower?

Was a  breach reported to the 
Office for Civil Rights?

1. 2.



Step 3: Don’t Miss a Step In Your Reply

1. Be prepared ahead of time.  Do you have a compliance solution, legal representation, 
or cyber liability insurance coverage?  You don’t want to do this alone!

2. Respond within 10 business days - responding last minute can indicate a deficiency

3. Send only what is requested and be honest about any gaps.



How to Reply 
to an OCR 

Audit



Risk Assessment

What Does This Mean?

*The Risk Analysis is there to help your 
organization ensure its compliance with 
HIPAA’s administrative, physical, and 
technical safeguards

*The Risk Analysis is also there to expose any 
gaps that protected health information may 
be at risk, so your practice can illustrate 
“Good Faith Effort”

The OCR is asking you for proof of an 
ongoing Security Risk Analysis*  

#


Gap Identification & Remediation

What Does This Mean?

The OCR is asking for 
documentation relating to how an 
entity closed the gaps that were 
found following a completed 
Security Risk Analysis*

*Compliance / Remediation Plans 
refer to the organized efforts 
documented to ensure closure of 
identified gaps uncovered. 

If it isn’t documented…. It’s not 
happening.

#
#


Policies, Procedures, & Training

#
#
#


Policies, Procedures, & Training

What Does This Mean?

HIPAA Policies and Procedures are 
a set of standards that all must 
follow to ensure private information 
is protected. 

Training ensures all employees are 
up to date on what steps to take to 
guarantee the privacy and security 
of protected health information 
(PHI).

#
#
#


Document Version*, Employee Attestation & 
Tracking

What Does This Mean?

More than simply having policies, 
the OCR wants to ensure that staff 
is being trained on those policies, 
is following the policies, and  that 
they are being tracked and 
updated as needed.

*Document Version assists you in 
the event the OCR is asking you for 
policies in place at the time of a 
specific incident.

#
#
#
#


Incident Management

#
#
#
#
#


Incident Management

What Does This Mean?

HIPAA requires Covered Entities to 
develop an incident log, breach 
determination, investigation, and 
response plan. CE’s must have a 
data backup plan, a disaster 
recovery plan, an emergency 
mode operation plan, and other 
administrative safeguards.

Breach reporting requirements 
vary depending on the size, scope, 
and nature of the breach.

#
#
#
#
#


So What Happens Now?
The Office for Civil Rights will gather all information from the audit and complete a 
review.

If the audit contains a serious compliance violation, the OCR may initiate a 
corrective action plan or a monetary penalty.  

A list of audited entities or their findings will not be posted unless requested by the 
public (Freedom of Information Act)



Wall of Shame

*All HIPAA-related breaches of 500+ patients are public record



HIPAA Fines

New England 
Derm. & Laser 

Center

$300,640 $875,000

Northcutt 
Dental-Fairhope

$62,500

Improper disposal of PHI, 
failure to maintain 

appropriate safeguards, 
Risk Analysis.

Impermissible disclosure for 
marketing, notice of privacy 

practices, HIPAA Privacy Offer

Southwest 
Surgical Assoc.

$65,000

Dr. Brckley

$000

Jacob & 
Associates

$28,000

Psychiatric Practice.  
HIPAA Right of Access, 
Missing HIPAA Policies.

“It should not take a federal investigation before a HIPAA covered entity 
provides patients, or their personal representatives, with access to their 
medical records,” - OCR Director Lisa J. Pino.



Liam Degnan
Director of Strategic Initiatives
(855) 854-4722 Ext. 530

ldegnan@compliancygroup.com

THANK YOU!


